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Abstract— Web-based software development is now mushroomindl aver the world, every company will display information through
internet web via published URL, as well as businessn the Internet or ecommerce, then software developent also keep increasing
along with the existing start-up. Agile web softwae development is the latest web-based applicatiordelopment by combining several
things such as: collaborative self-organizing cros&inctional team and its customer / end user, inveing adaptive planning,
evolutionary development, early delivery and contimous improvement as well as encourage rapid and flible response to change.
When a web-based application is published then thapplication will be loaded by all end users in thavorld that is not known good or
bad intentions, so need to protect the web applican from a security interruption. The most nefarious disturbance by using SQL
injection to get into the heart of the web server dtabase, if this can be penetrated, and then the t&#ase can be misused by the
hackers. Equally important is to conduct Agile Webbased application security testing with SQL injectio attack against several higher
education institutions in Indonesia. The world-renomed and proven OWASP web-based security test fornThe outcome research
concludes that not all websites have a weakness thaay cause unusual information or confidential inbrmation being exposed of a
result from SQL injection techniques. Furthermore, he research has also found that not all weaknesstmt exist on a website can be
compromised by the SQL injection techniques. Yet, tre are weaknesses or vulnerabilities in each of éhtarget website that is not
related to attempt of information disclosure usingthe SQL injection technique that can still be furthe applied. Agile software
development for security testing was important thig to help the web security services. Several outces from this security testing will
be modeled for the preparation of security testingn higher education in Indonesia.
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I. INTRODUCTION making use of their websites to provide technol@md
utilize them as teaching and learning media as. vt
example, recently it has been known globally thaines
websites are experiencing hacking or commonly knawn
the term "hack”. One of the largest companies ia th
entertainment field namely Sony Pictures Entertainnihas
experienced hacking up important data owned leak.
Consequently, the author aims to perform a studgbtain
more detailed uncommon information related to wessi
security by utilizing the science of informationcasty.
Additionally, the research would focus the evaloatonly

at private universities in Jakarta. As a resule Huthor
would exploit security vulnerabilities that exish each
university’s website and also suggest some impr@ves

The website has been globally used by many world
organizations and communities, it can be seen fthen
development of world information society that hadanger
using paper to disseminate information such as papess,
brochures, textbooks, and are shifting their dissation
process using electronic or digital media to previd
information for public. In addition, web sites alkso being
utiized as a part of the communication activitiaad
therefore they can also be classified accordingthigir
usefulness. In relation to this, the author hasviptely
examined the website security of several univesitin
Indonesia, that are precisely located in Jakartdchwh

utilized and applied the techniques in more detsits SQL
Injection Technique [1]. Universities in Indonesiad other
countries have been using websites as medium for
information publication that can be widely accesbgdhe
world communities. Furthermore, many universities @so

2.

In this paper, we have introduced vulnerability &@L
Injection. Section 2 of this paper includes a brief
background material on topics concerning vulneitgbénd
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web application security risk. In Section 3, methofl
vulnerability assessment is outlined, whilst in t8et 4,
discussion and results are presented. Finallylastesection
concludes the conducted study and analysis.

Il.  BACKGROUND

Vulnerability on each website is different and le@ad
different factors that may cause attack. Theresarenany
kinds of vulnerability on the web, for example ségu
weaknesses misconfiguration or sensitive data exposn
relation to this actuality, the author has previpus
conducted a number of researches that utilizedctioje
method on the top 10 web application security résk
identified by OWASP. These top 10 web application
security risk include: 1) the method of injectid); cross
site scripting (XSS); 3) broken authentication ams$sion
management; 4) insecure direct object referengesrdss-
site request forgery; 6) security misconfiguration)
insecure cryptographic storage; 8) failure to restdRL
access; 9) insufficient transport layer protectemd 10)
invalidated redirects and forward [2].

Injection method is included in part of the seagurit
dangers that can be exploited. With the injectie@ihad not
only a vast amount of important information can be
obtained, the approach can also be used as agtagioess
in gaining full-access to the system by utilizinget
previously taken information [3].

1. Client-Side Validation Code for Web Applications

Web application development practice currently tgea
client and server application components as twarsee
parts of a software device [8]. Each component ritem
independently, usually in the form of a programming
language on a specific platform, a process known as
susceptible sharing logic error in the client aretver
models. When the client and server are out of siyan the
impedance mismatch will occur, which will lead thet
occurrence of vulnerability in the software as shaw the
parameter tampering.

This paper describes the basic approach in the
development of new software called "Wave / Wave" in
which the authors develop server-side applicatiamsl
develop a device that automatically synthesizesntiside
application logic. Wave uses program analysis teglas to
extract the logical specifications of the servehere it also
performs client code synthesis. Wave also synthesiz
interactive client interface that includes asyncios
callback (AJAX) that the performance and coverage
manually written competitors while making sure newn

security vulnerabilities. Wave effectiveness is vghoand
evaluated on 3 predefined web applications.

2. Web Application Vulnerability

Due to the limited time and resources [5], the web
application engineers need support in identifyirfge t
vulnerability code. A practical approach to preitigt
vulnerability code will prioritize security auditfferts. In
this paper, the authors propose the use of a sichgode
attributes (static and dynamic) that characteripgui
validation and input patterns with sanitization edatiat is
expected to be a significant indicator of the veddity of
web applications. However, since the static andadyn
program of analysis will complement each other, hbot
techniques are used to extract the proposed dtshn a
scalable and accurate way.

Current vulnerability prediction techniques depemt
the availability of labelled data and vulnerability
information. For existing applications today, past
vulnerability data is often not unavailable andomplete.
Therefore, to overcome the two situations in wipelst data
labels are available or not, it is necessary tmléa monitor
when constructing predictor vulnerability based tororid
code. Given that semi-supervised learning has @en liully
researched in this domain, the authors will explaim to
use effective learning schemes for vulnerabilitgdiction.
The author also conducts empirical studies on h @perce
projects where built and evaluated supervisory rsode
When validated with full labelled data, the supsed model
achieves an average of 77 percent recall and ®pefalse
alarm probabilities to predict SQL injection crosge
scripting, remote coding execution and applied etdbility
inclusion. With a low number of labelled data, when
compared to both the supervised and semi-supervised
models showing an average 24 percent higher retalland
a 3 percent lower probability of false alarms, thus
demonstrating semi-supervised learning to be aembett
solution for real world applications where Vulnétiyp has
been lost.

3. Web Applications through XSS

Web applications have become a very popular mefins o
software development [9]. This is because one efriany
advantages of web applications is that they doneed any
installation process on every computer client, daater,
business cost reduction etc. However, as the toéndeb
applications is increasing, consequently they also a
becoming more vulnerable to attacks. Cross SitéptBuy
(XSS) is a major threat to web applications ana dle
most basic attack of web applications. It providderfaces
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for other types of attacks such as cross site fragdests,
including hijacking sessions. There are 3 typesX&S

attacks, which are the non-persistent XSS, pergist&s

and DOM-based vulnerability. Yet, there is one miyee

of the XSS attack which is more specific in compani to
the other three, which is the XSS induction. Irs théper the
authors aim to study and consolidate the understgnaf

XSS and its origin, manifestations, types of hagaadd
mitigation efforts for XSS. Different approacheoposed
by the authors are presented and comprehensivgsanai

regards to each approach is also provided.

4. Detecting Web Application Vulnerabilities

Currently, web applications have been widely used t
deal with sensitive data and interfaces with bautt-e
components, but they are often written by poorly
experienced programmers with low security skills [Bhe
majority of vulnerability affecting web applicatisnmay
stem from the lack of proper validation of the usgut,
also before it is used as an argument of the odtmgtion.
Some analysis of the proposed programming techsique
automatically to see this vulnerability. One of theost
effective is dynamic node analysis. This approatdo a
introduces significant run time. In this paper, tnethors
present hybrid analytic tools that integrate togetithe
forces of static and dynamic approaches to detect
vulnerability in web applications such as: statitalgsis,
performed only once, is used to reduce the overhaatime
of dynamic monitoring. The author also designed and
implemented a tool called PHAN, which is able talgme
static PHP bytecode to search for malicious cogmris,
and next is to monitor the dynamic analysis phase.

I1l. METHODOLOGY

The methodology used in this study is a constractiv
research method that aims to construct a framewmtkst
the security vulnerabilities of the college webvserand
then record the response of the test simultaneohgly
collecting identified web security vulnerabilitigsom the
web server under examination. Accordingly, the gtud
utilized and combined a number of test tools todcmh the
web vulnerability assessment.

Each website that can be accessed by the world
community has a variety of uses. Information relate
security that sometimes goes unnoticed by usevelagers
and Web site developers. Therefore, in this sthdyatuthors
conducted a study and provide knowledge associatdd
testing to get deeper information on several websi¢sted.
The technique used to test the web server by uSiQy
injection attacks.

Further analysis, testing of the danger of mistakdbe
design of publicly accessible information, then Iwget
deeper and important information such as databgserss
are used, the database name, username and password
even using SQL injection techniques [2].

Further above problems are solved by performingitip
research, field study and analysis of the resutt®ined
from testing directly to any website which has gwgential
to be applied SQL injection technique. There agpsbeing
taken on the part of the methodology applied toaggbod
result from the test.

IV. DISCUSSIONAND RESULTS

After collecting sufficient amount information alidhe
website being tested, the following step is to cmbdan
analysis on the application of an attack or teammitp get
information using SQL injection. At this stage infmation
related to a weakness in the application that esléad the
SQL injection techniques can be acquired.

Accordingly, more weaknesses will be analyzed
manually by utilizing the assessment tools to penfo
searches of weakness on the website of specifitfzdlyhas
any relation to the part of data storage usingliees. The
process of manual analysis can be performed djremil
each website URL. Manual analysis is usually donehe
following URL.: http://sub.univl.ac.id/informasi.pBjg=37"

If an error occurs when the manual analysis is
performed, the possible solution is to apply soewdniques
to get information about the SQL injection, but whbey
are being further analyzed, the analysis can bee don
manually as mentioned earlier in the applicatiothef SQL
injection techniques. In order to accelerate thec@ss to
ensure that the URL can be attacked using the S&it
injection, then one can utilized the tools that laeeng used
to search, analyze, and verify that the URL hasakness
or can be applied with a technique to get deegderrmation
with SQL injection [5].

A. Step by step SQL Injection

SQL injection is a code injection technique thapleits
a security vulnerability that took place in theatsse layer
of an application. The vulnerability is present wheser
input is either incorrectly filtered for string dital escape
characters embedded in SGL statements or user ispat
strongly typed and thereby unexpectedly executets &n
instance of a more general class of vulnerabilitieg can
occur whenever one programming or scripting languiag
embedded inside another. SQL injection attacks adse
known as SQL insertion attacks. The step by stepgss of

Vol. 7 No. 2 March 2018

ISSN: 2509-0119

177



Agile Web Software Development Security Testing with SQL Injection on Indonesia Higher Education Institution

an SQL injection attack is described as follow:

Step -1 Find a website that is vulnerable to tiackt Once
get through this, the rest step is actually a caébc

Step-2 Once fa vulnerable site is found, a prodess
enumerate the number of columns and those coluhats t
are accepting the queries need to be conducted.cEin be
done by appending an 'order by' statement to the,&lR
https: www.univl.ac.id

Step -3 Enumerating the SQL version
It is required to reveal the version of used SQlaswould
like to inject the command in one of the open calem

Step -4 Exploit

This step is actually the final phase which is &b the list of
databases and afterwards the result will be displag a list
of databases available in the back-end of the websi

There are several commands to search, detect, and

remove the contents of the storage data from the beéng
tested. Some commands that can be embedded tdRhs U
to perform the injection attacks are as follows:

This is Crawl Command
Sqglmap —uhttp://univl5.ac.id/index.php-crawl=3

In addition to the command, if it is to ensure ancbe
also with the following command:

This is to check for Injectable Command
sqlmap —uhttp://sub.univl3.ac.id/informasi.php?id=3+
random-agent

Complete command of the tools can be found in the
tools directory or if you use Linux command cantevrin
the terminal:

“sglmap --help” OR “man sqlmap

Fig. 1. Crawl Commands

At the stage of finding a weakness, further asdiste
analysis tool burp suite to obtain more detailefdrimation
related vulnerability being tested website usesratbing an
analysis on the target and crawl on the websiten) thse a
scanner or burp scanner selection tool. The fohgwi
selection burp scanner is shown on Figure 3.

Port Based Vulnerability Scanner

To get an early idea, some traditional penetratests
usually conduct an automated port scan process.stép is
used to obtain an initial picture about any infotiom that
can be displayed on a targeted website.

The port scanner will perform a series of tests to
determine whether a particular port on the rematst ls
willing to accept the connection or not. In gengthé port
scanning process is using some IP-based protouools a&s
TCP, UDP, and ICMP.

However, the detected port is depending on the
environment itself with two possible outcomes, wihége:

Open - the port is able to receive data
Closed - the port is not able to receive data

The scanner tool will also display another formtsas
"filtered", because it cannot accurately stated tivrethe
port is open or closed. When the scanner displags the
port is open, then a tentative assumption thatappened
port is vulnerable can be made. For example, basethe
fact that the port scanner is connecting to TCR p8rand
that the port is listening, then the scanner i®riépy that
the telnet service is being provided on the renmatst and
the flag being clear text authentication protocwlded.

WHERE or HAUING

WHERE, HAVING, ORDER BY

Fig. 2. Checking for injectable commands
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Fig. 3. Scanner Options

The scanner tool can perform passive and active
scanning. As it can be seen in the picture withessv
options ticked, the options contained in the actganning
areas that can be selected, or focused on a féanspfhis
study focuses not only on the weaknesses in wihielSQL
injection technique can be applied, but also wdikd to
explore the possibility of gaining knowledge oramhation
if there are other drawbacks when checklist of tak
options that exist in Burp Suite tool [3].

The following are the descriptions of vulnerabilibund
at the college when an evaluation is conducted on
http://univ2.ac.id:

Furthermore, this research does not only focushen t
results of the scan tools that are used, yet d aiss to test
directly whether there was indeed a weakness asxibgng
results or it did not. It is associated with thst teesults there
is false positive and false negative that have lsedmitted
previously.

0 Cleartext submission of password
! Server-side JavaScript code injection
|7 saL injection [7]
Password field with autocomplete enabled

» | Open redirection (DOM-based) [35]
Cross-domain Referer leakage
Cross-domain script include [67]

Cookie without HitpOnly flag set [29]
TRACE method is enabled

Email addresses disclosed [4]

Robots.txt file /
» | Frameable response (potential Clickjacking) [72]
1 (Cnontent tune incarrectiy stated (201

Fig. 4. Vulnerability Scanner

O»

e ke ke bde bede b

B. Test Reporting

Results of evaluation based on testing stages npeefb
on several website of some best universities iromedia

that run courses on informatics study program ushng
SQL injection techniques are outlined in Table heT
attempt of attacks were managed to extract some
information from data storage using the SQL infatti
techniques. The study also found some weaknesaesah

be used as reports, these drawbacks are only @ulitand

do not apply to the other techniques in order tbrgere
information even though it potentially can be done.

Weakness in website and application that are klade
attacks in the form of SQL injection techniqueslisguised,
as pointed out earlier by the alias www.univl.aa to
www.univl5.ac.id. Websites that have weaknessescand
be compromised by the SQL injection techniques loan
seen in the following table: --TABLE-NYA?--Whereas,
Table 4.2 it can be seen that there is a weaknesthe
website that can be compromised by the SQL injactio
techniques. However, not the entire attempt managed
extract valuable information from the data storalgethe
statement on the table there are 4 informationrgaved 4
other information are intended for further resear¥et,
weaknesses that are associated with the implenmmtat
SQL injection or other weaknesses that have therpial to
obtain more detailed information from websitesddstnay
also be found [4].

The four (4) statements as mentioned above are
described as follows:

1. Not tested

This statement indicates that the website cannot be
compromised by the SQL injection technique. Indaret
are visible from the look of the website and theyea is to
have knowledge about computer security websiteb#tan
the other targets. In addition, there are tardetsttave been
compromised to such websites does not perform as it
should. Another reason of having the not testeistant at
the university is related with the limitation ofsearch time,
the focus of this research is a website that cpokentially
be applied SQL injection technique.

2. Not found
This information is associated with the discoverfy o
weaknesses that lead to the adoption SQL injection
technique where it can be applied.

3. There is a sub-domain
This description is given for targets that are wgri
testing and analysis process can extend coveragmhoon
the analysis of weaknesses that get the addrestheof
Kopertis 11l and Google.
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4. Not in the domain
The description is absent in this domain associafi¢ul
the testing and analysis of the weaknesses thatvall
further analysis of the sub-domains are weaknessgsan
be applied to SQL injection techniques.

Aside from the SQL injection technique, previous
studies have also found some weaknesses in the othe

universities that if being exploited by people wé@ not
responsible can lead to a catastrophic conditicowéver,
not each of the identified weaknesses has beedatad
since the focus of the study is only on those tephes to

Table. 2. Weakness Website

No

Weakness

1

Email address disclosed

Server side injection

Ip internal disclosure

Table. 3. Random IP for Testing with SQL Injection
Technique using TOR Network.

) ) . NO | Date | Time | IP/DNS Descriptions
extract valuable information through the applicataf SQL 7
injection. Additionally, weakness among othersriesgnted 1 Dec- 22:13:| 103.23.2| Search and Target
in Table 2. 16 04| 2.XXX | Mapping
Another drawback is attached to the writing tesbsite 10 Try to Access and Ge
security vulnerabilities Colleges Jakarta as addéi 9 D | 21:18:| 139.255.| Information
information to Table 2. This extra information aepected e1c6- 23| 45.XXX | (Information
to be of a help for the readers who keen to contluter Gathering)
analysis, testing and research, as material infoma Manual Test for Some
information, and references. 3 Dti: 00:15:| 103.247.| Target from
Table. 1. Test Reporting 16 02| 8.XXX | Information Gathering
Data
Domain / Web Addressg Description 17- 23:17:| 104.31.8 :_/Ianur;llfTest for Some
- - - 17: .31 arget from
univl.ac.id Not in test 4 Delc6 26| 6.XXX | Information Gathering
univ2.ac.id Not found Data
univ3.ac.id Not in test 93, Manual Test for Some
univ4.ac.id Not found 5 Dec- 22:34:| 117.102.| Target from
univs.ac.id Not found 16 09 | 97.XXX | Information Gathering
univé.ac.id Not in test 5 Data
univ7.ac.id Not found 6 Jan- 21:12:| 202.58.1| Information Gathering
univ8.ac.id Not found 17 19| 82.XXX | (2)
. . Contained in a sub-domain - other 13-
univ9.ac.id host 22:34:| 118.98.7| Information Gathering
7 Jan-
univ10.ac.id Not found 17 06| 3.XXX|(2)
univll.ac.id Contained in domain 20- 22:19:| 122200 Mapping/Count
univi2.ac.id Not found 8 | Jan-| ol T, yyx | Pynamic and Static
V13.8c.id Contained in a sub-domain - othér 17 Pages 1
univls.ac.l host 24- 92:10- 202.152. Mappm.g/Count .
_ . Contained in a sub-domain - other 9 Jan- 45| 198.XX| Dynamic and Static
Un|V14.aC.|d hOSt 17 X Pages 2
univl5.ac.id Not found in domain 28- 21:33:| 202.51.1 Mappm.g/Count ]
10 Jan- 08| 19.XXX Dynamic and Static
17 ’ Pages 3
2- 9923 | 202.43.1 Crawling and T_esting
11 | Feb- 25| 80.XXX Some Target with Sql
17 ' Injection Technique 1
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8- 23:49: 202.146. Retest, Manual and
28 | Apr- 37 254.XX Crawl Target 3
17 X g
13-
29 | Apr- 22:20:| 202.43.1| Retest, Manual and
p17 21| 83.XXX | Crawl Target 4
18-
30 Apr- 23:49:| 203.128.| Retest, Manual and
p17 49| 81.XXX | Crawl Target 5

7- 21:20:| 104.28.1 Crawl anq Test Some
12 | Feb- 121 9.xxx Target with Sql
17 ’ Injection Technique 2
8- 9924 202.146.| Crawl and Test Some
13 | Feb- '27' 254 XX | Target with Sql
17 X | Injection Technique 3
9- 23:37:| 202.43.1 Crawling and Tgstmg
14 | Feb- 15| 83.XXX Some Target with Sql
17 ' Injection Technique 4
10- 21-45:| 203.128. Crawling and Tgstmg
15 | Feb- 07 | 81.xxx Some Target with Sql
17 ' Injection Technique 5
11- 21-34:| 103.23.2 Crawling and Tgstmg
16 | Feb- 181 2 xxx Some Target with Sql
17 ' Injection Technique 6
13- 21:35:| 139 255, Crawling and Tgstmg
17 | Feb- 17| 45.x%x Some Target with Sql
17 ' Injection Technique 7
15- 99:20:| 103.247. Crawling and Tgstmg
18 | Feb- 23| 8.XXX Some Target with Sql
17 ' Injection Technique 8
20- 23-30:| 104.31.8 Crawling and Tgstmg
19 | Feb- 121 6.xxx Some Target with Sql
17 ' Injection Technique 9
20- Crawling and Testing
20 | Feb- 21:38:| 117.102.| Some Target with Sql
21| 97.XXX | Injection Technique
17
10
8- 99:39:| 202.58.1 Access and G_et Data
21 | Mar- from Target with SQL
36| 82.XXX o .
17 Injection Technique 1
12- 23-28:| 118.98.7 Access and G_et Data
22 | Mar- 38| 3.XXX from Target with SQL
17 ' Injection Technique 2
15- 23-33:| 122.200. Access and G_et Data
23 | Mar- 451 2.xxx from Target with SQL
17 ' Injection Technique 3
20- 99:29: 202.152.| Access and Get Data
24 | Mar- ' 05' 198.XX | from Target with SQL
17 X | Injection Technique 4
25- 21:55:| 202.51.1 Access and G_et Data
25 | Mar- 21| 19 xxx from Target with SQL
17 ' Injection Technique 5
6 | A 1 23:47:| 202.43.1| Retest, Manual and
p17 38| 80.XXX | Crawl Target 1
07 | A ? 22:32:| 104.28.1| Retest, Manual and
p17 21| 9.XXX | Crawl Target 2

Web VA Listing

Web VA Foot
Printing Security

Web VA Testing
& SQL Injection

Web VA &
Analysis

Web VA Report

Web VA ranking
table

sy
hd
B
v
B
G
3
v
E
-
5

Fig. 5. Agile Web Software Development with
Security Testing Model Framework

V. CONCLUSIONS

The study concludes that not all websites have a
weakness that may cause unusual information or
confidential information being exposed of a resfuim
SQL injection techniques. Furthermore, the study aiso
found that not all weaknesses that exist on a welosin be
compromised by the SQL injection techniques. Ybéré
are weaknesses or vulnerabilities in each of thgeta
website that is not related to attempt of informati
disclosure using the SQL injection technique tlzat still be
further applied. In addition, engineering infornoati with
SQL injection remains as one of the techniques liaate
been known to the developers. Attackers commonly
performed the SQL injection and it turns out tHadre are
still weaknesses in some coding to be used forddgeper
penetration test. The targeted website of analyss the
initial of information related to the specified ¢gat can be
obtained by a technique commonly performed to $efoc
information, either using search engines or toeigilable
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for gathering information or intelligence gathering
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